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KNet MaaS in Action: SEC Satisfaction with Selective Wipe 

A personal finance representative selling insurance, annuities and mutual funds for a 
leading company meets with clients at their locations. The rep relies on an iPad to 
present products and capture client information, which is then uploaded to the 
company’s office systems. Operating in a major metropolitan area, the rep uses taxis 
to travel to appointments, but on one hectic day, the rep leaves the iPad in a taxi. 

The rep first reports the incident to the company’s IT department, which promptly 
locks the iPad remotely from their single KNet MaaS console. Unable to retrieve the 
device in the specified amount of time per company policy, the IT department— 
again from their KNet MaaS console—wipes all information from the iPad. 

 

Challenges for Financial Services 

Financial services companies operate in a 
highly regulated and security sensitive 
environment. FINRA (Financial Industry 
Regulatory Authority), SEC Regulation S-P 
(Safeguards Rule), SOX (Sarbanes-Oxley 
Act) and other mandates governing data 

handling apply to mobile devices, increasing security and compliance risks. 

Yet employees want specific devices—increasingly, personally-owned devices—to 
maximize their job performance and productivity. The unavoidable consumerization 
of IT presents significant challenges to most firms’ existing mobile policies and IT 
workloads. 

The drain on IT resources to support all mobile platforms can be overwhelming— 

and expensive. And efforts can still fall short of your organization’s information 

security and compliance policies. 

 

 

 

 

 

 

 

KNet MaaS Financial Services 
Solution – Powered by MaaS360 

KNet MaaS for Financial Services gives you the 
fastest time-to-solve your mobile security 
challenges in the industry by enabling companies 
to safely embrace workforce mobility trends with 
a robust and mature platform for controlling 
security and compliance on all enterprise and 
employee devices. 

Using KNet MaaS, Mobile Device Management 
(MDM), Mobile Application Management  
(MAM), and document and expense management 
can be easily and instantly integrated into broader 
enterprise programs for IT governance, data 
security and regulatory compliance. 

Key Benefits 
 Gain 360° visibility and control of all 

mobile devices, apps, documents and 
files 

 Automate password, encryption and 
policy enforcement 

 Ensure anytime, anywhere device and 
data security with immediate remote 
action on nonconforming devices 

 No infrastructure changes required 

 Rapid implementation 

 Low implementation costs and no-fuss 
maintenance 

 Expense management to control costs 

Key Features 
 Supports today’s mobile devices from a 

single console, including iPhone, iPad, 
Android, Windows Phone, BlackBerry 
and Kindle Fire 

 Instant device enrollment via SMS, email 
or URL over-the-air (OTA) 

 Pushed policies, encryption and security 
safeguards 

 Contextual, event-based policy, security 
and compliance rules engine and 
automation 

 Enforce usage policies specific to 
departments or teams 

 Remote locate, lock and wipe (full and 
selective) 

 Application and document management 

 Blacklisting, whitelisting and requiring 
apps 

 Customized app catalog 

 Support for custom apps 
 Control document distribution and 

versioning on all devices 

 Real-time reporting and analytics 
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Control All Devices 

KNet MaaS for Financial Services 

KNet MaaS gives financial services firms coordinated visibility and control over all devices and operating systems, from Apple iOS to 
Android, Windows Phone and BlackBerry. Integrated dashboards, analytics and reporting provide actionable intelligence about their 
entire mobile environment through a single console. IT administrators can quickly visualize the distribution of devices, apps and 
documents across platforms, approval status, device capabilities, ownership, compliance status and more to control workforce mobility 
risks. 

 
 
 

Improve Mobile Information Security and Proof of Regulatory Compliance 
KNet MaaS provides the ability to know and control information security safeguards on all mobile devices−and react rapidly to lost or 
stolen devices to ensure regulatory compliance with FINRA, Safeguards Rule, SOX, FRCP (Federal Rules of Civil Procedure), PCI DSS 
(Payment Card Industry Data Security Standard), U.S. Patriot Act and other statutes. IT departments can: 

 Push policies and Wi-Fi, email and VPN profiles OTA 

 Quarantine new devices automatically until authorized to access your network 

 Enforce passcode protection, encryption, and security updates 

 Remotely locate, block or wipe (full and selective) devices lost, stolen or no longer authorized 

 Blacklist applications and block device access 
 

 

Control Mobile Applications 
KNet MaaS application management allows financial services organizations to easily manage and secure the applications that are 
critical to your users. An on-device application provides users with a catalog of authorized private and public apps. Users can view the 
apps made available to them, install apps, and be alerted to updates. IT and other departments can manage the master app catalog and 
per-user authorization. App lifecycle management provides real-time software inventory reports, app distribution and installation 

tracking, update publishing, provisioning profile management, and app security and compliance management. 
 

 
 

Reduce IT Workload and Costs 
With KNet MaaS’s 100% cloud-based platform, there are no servers to install, no complex configurations or infrastructure changes, and 
no investment in expensive business software. Built on a secure, multi-tenant cloud architecture, Maas360 enables instant enterprise 
mobility management in just minutes with effortless scalability, whether from ten to tens of thousands of users, and seamless 
integration into existing enterprise systems. Additionally, KNet MaaS eliminates the strain and expense that rapidly changing mobile 
devices and apps can have on IT organizations by automatically incorporating the continuous stream of platform updates. 

 

 

Why KNet MaaS? 
 

 
 
 

For More Information 
To learn more about our technology and services visit www.knet.com.au. 
104 Byng St, Orange NSW 2800 
Phone +61 2 6363 8999 | Fax +61 6363 1500 | sales@knet.com.au  
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